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Abstract: Aiming at the logical similarity of the behavioral characteristics of malware belonging to the same family, the
characteristics of malware were extracted by tracking the logic rules of API function call from the perspective of behavior
detection, and the static analysis and dynamic analysis methods were combined to analyze malicious behavior character-
istics. In addition, according to the purpose, inheritance and diversity of the malware family, the transitive closure rela-
tionship of the malware family was constructed, and then the incremental clustering method based on Gaussian mixture
model was improved to identify the malware family. Experiments show that the proposed method can not only save the
storage space of malware detection, but also significantly improve the detection accuracy and recognition efficiency.
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MERIIATZ IR ZE R, AR R 2 DMEETH AL
A, KLD (kullback-leibler divergence) £5 4]
A, k(O b, KLD(g.g) 2 moy
10 g 2 g [ KL PEES, n 2RFEm s 4esi. (Hl
T KL ANl ERFRYE, ASCRAZ(T) @ R s &
TIER LI an xS ) ) e 4 A ] AL o

z | i
1 St |+
H{ng J r(; gij

('ug, —H, )Tz(ﬂg, 'ug,)n] (6)

1
KLD(g;,g;)= )

KLD(g,,g,)+KLD(g;,g;)

d(g,,g,)== 5 ™)

H1T GMM B[ 2 GMM, A5 BT
Bl f, 7 R S GMM Z [R] AR .
ASCE KT, RT3 R mi i B AT N
oA, P R R, IR P s 2
RN, XA BEAE i 30T 20 i s ZE AR AE A
NS o 5T R RO LR R AN @news

2019135-7



5 6 3] WS JE T TR S R R

BRI E VU BRI KR <155

W gnew SHHRA & A AT GMM (8] (RAR B
JEEAX @R, o, 4, i A & 25
g GMM (155 1A i oA

k
S(gnew’g/)zz/lld(gnew’gl) (8)
=1

LT v T VR R R R by R A
FTR o

BUE 1 ST R A R (1 0 b

MIN  CHCERRRIGEGE N, FEAGE M,
FEA X=X, X, eN , B &w , ji jellil
ie[LN], b, i, RRE i > GMM WY R

i A MAFEAR ST GMM R

k=1,8=0

1) FdEE GMM BFEIRRTS A, MR RN, H
Cyr P I EHE K4

2)while(i S N&&<SM&&X, #D)

3)  ARIERE)IE GMM B RE A X, A1
Nig, 2 [8) R AR ARL S(gmm,, ,gmm, )

4) if(S(gmka,gmmNm‘)>l9) then

5) Xiee GMM;

6) MARS 55N, THR, B s X AR
EFR B S E i A GMM B

7) while(j < i,,)

8) Somp=S(gmm,, gmm, )

9) if(Somp >S) then S=
Sbmps/max=J

10) endif j=j+1

11) end while

12) if(N, ¢N,) then

13) update(X;, GMM,),k=k+1

14) else if (S(gmm,, ,gmm, ) >y)
then

15) update(X;, GMM,),k=k+1

16) end if

17) T, R AR AN B R 4 R
M R N R X IR HIM T R
WRAZEHATT R 2 k=k+1

18) end if

19) else

20) Xieg GMM,, i=i+1

21) end if

22) end while

23)if(Xx, #@) then

24)  Hudli Al x, AJE T AR R ARG

25) update(Xy, @ ),N=N+1

26) end if

S 1 R T R S AR T, AR
RN TSR REAR S, Bl S E A 5%
EHRAT I AR MBI .
INBTIREASEE X I, A 2 GMM B Nyg 34T
FAPELEAS, ARG BB A AT, AR Y £OTT
UEREHTREASEE £ GMM B 1 s AT AR LA,
SRIFAE NSRS b ), SR GMM 1
AEE A X A AFHIY) GMM 5, #2858 GMM
B o RIS 1~254F 3, AL 4 FEHLE GMM
P F 7k, Bl update PRSI

41 S(gmm,, ,gmm, )>3, i€ [1,N], ke
[1,M] -

M2 N_eN, o

£ 3 S(gmm,, ,gmm, )<y o

N, B A kR T 2 RETE A R
BT GMM B BEF 1) 4 Tl o

1) 8 AU X RN R 40 1~4540 3, B8,
B ol X PR T @ BRI FIE H Ry
fE, WEHE S X BT GMM,. JF HERE S X,
A GMM; (PB4 arf, PRI 4 5 0
S0 A BT ¥ T R A X, . IF HLPR T ZE R T
AR NP

2) EEAR R XA A 1 NG 2, RN A
ZAF 3, WEHE 55 X0 BT GMM,, HEHE 5 X 75 2
A GMM, 1 2A 45 5, et x0(9) TR 4
T RURTR A S A (S 5T

3) EHEHE A X ARSI 1, U X ANET
MR BRI R E . S, B P
R X, > FF H 7 2 gl N AR
4 N=N+1, 2| —FH SRRk,

4) ER A X R SE LR E 2, [
Kl X T EHEN GMM; 1 Jimax 19 R E R 51T
R UEHEE 25 X AR AR T3 § BRI T
HPERAE, 11 HOOd T ST A8 s m 7
BIEREAT A SR, BRI 2RO TR HENT 1 jimax
RA m TS . IR, KRGk A M ]
B MR SRS R sRAR I A
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¥ iR

40 %

TTIRAE R0 s B S w4 R T A AT A REAE,
FT CAFRARIE R (9)s AT RL Jimax FFLA T T UIEE H Jimax
RAEH T3 SURRG S M S 4. S
I, R (D) FEHHISLEE § A GMM M N,
I RIE SRR R RIS, PR AS T 6 A
GMM W AT IHEE, $&m T EAT D R .

g(w)(xm | Aits 15 2000) =

n

n 1
—g"(x, | 4 p,, 2 )+ ——g(x| 1. 2)  (9)
n+l n+l

Hrb, n RoRAEA BB R AT, A S
P s x RORIRAMEEE A g TR
AN VR P ST 2R x5
X, BTN HE AR R s A A~ 4, ~ M,
Z 2 or AR RIS A HT A ROAT S RS R
B PR T ZE AR

TR IRBTNEARER B IRITERRE R, i
SHECER . PEETR SRS, AR ICGM 5
LRI EY ], AEBERIZFEARRT, AR
FEAGII AT SEB, AL EHI RN, YL
BEAFBATEE IS, BT BRI AS RN 7 22 5 S e R A S S
O R TS, IF SRR A GMM
SRS E T E AN =N ) S AR DRI NEN 570 (T
G240 NIk, A ICGM rikEH T EAH
Mt RS Z A SRR SR R R

5 SRS

ARSI 6 (1 HARECE 41 R, CPU J2 Intel(R)
Core(TM) i5 2.50 GHz, W7/ 8 GB, #AERSE
Windows10. & T IREUFEA K82 APL s E0A P
G, AT E G ENLE, BARRED R,
CPU & Intel(R) Core(TM) i5 2.50 GHz, Wf7/& 1 GB,
PAE R4 /& Windows XP Professional. SZH6AEZLL U1
Kl 4 frows, 3800 = KB SR EAAT 70 ks
oo WA SR A 128 DA B, 0% 2R M) AR R T A
PR LR

TR R RAT 3 BT, AR SCKE 43 il S R A
AR IE RS ASRE, S e AR AT AR, 42
HFEA FIHR SRR, B e AR ATER S /0T
RJGPEIUREA S AR 1 APL pR 5, DAUEAE A S
RRAE s SEIUREAR R B ASRFIE R, B Sl i 2h A& 0 #T,
FEHEA APLRHF A S ECRIR [FIME s (7] A
FAVG BARRE T HAR, X5 QA TARL, bridys
R FRIdSRTT RAE AR AR, DAAE N S HRE .

R JE RIS RE BN SRR T AL Bn 13 2R
AR EAT AL

R

s o] Samen | [ | HEXER :

Sy Hr AIAPIER 3L ¥RAE [ . ;

A APLRFF5 -

[ 4347 ™1 bbbt feptebebebebet
| i d

ks
4 RS | #HE [
S A et e
: - L B 5 W |
e [ame RnEREY |
i 15 KARid " GMMN%F’EE

WEHIF R BIA B

FESG TR A S AL DG R A AR, 1554
PR PR EAT R EA 2 L NPT, FHh
BATAE H IS AN AT RSO B o AR5 KRR
P PRI S TR AT R AU H  RFAIE Y AR B
ERA AL 3 AT DG AR, AT ER BT 2K
PR IS BAT ARHE PSR Uy ST AR
RIS R BAT AR R AR Cye BT
IS 1 RIS AT B A R IR R ) 5 A EA
MR oINS R, B, ksl
HIEF A #552, WHE—DUGIREA A8 T 050
BRI, A8 T A AAH N 5 5
MR, AR TR KK GMM A
51 SKIEE

AT I RSP L 4 R, 5T KA 8
ANFIEIETT 10 826 ANWRRAFEA WG FIEIFE
ARGy RV, o YRR, o580 IR
YIZEEAFE 1 600 MEEFEAF 2 800 4> RIEFEAS,
MRAFEALFE 9 226 MMEZFEAR 10 000 4> REFEA

x4 AR 6 pu
NS HEA BB b PR/
Kelihos_verl 398 200 198
Kelihos_ver3 2942 200 2742
Obfuscator 1228 200 1028
Ramnit 1541 200 1341
Vundo 475 200 275
Lollopop 2478 200 2278
Tracur 751 200 551
Gatak 1013 200 813

FESCIR R R R, ARFFEA U8 1A SO
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WS T e TR S R o Y ek

H 7 R R A S © 157 ¢

ICGM VERHAR ) REREAS . S S
A RENGIRPPE A FFld LN 2 HCk P 1%
JEIA R AR EHPE2 (TPR, true positive
rate). 4% (FNR, false negative rate) FEfffi &A1 R
TS RAITY) (F #HERfEE (ACC, accuracy)o
1, TPN (false negative number) 7~ IEAfFIE A
RPEMIFEAST, TNN (true negative number) R N
IERAIE A AR i LS AN SR I SR AC
RS RMFEENEZFEA L), FPN (false positive
number) K7 3 MRBRFEA R AR AE N R 1%
RS L ARENZR A E A DA SR
FEAS R NSRRI I HZIK '5
FNN (false negative number) K/~ A% = 1) R
FEA. W TPR. TNR. Fiv ACC [RIE 5510
e TPN
TPN+FNN
~ FNN
~ TPN+FNN
2TPN
2TPN+FNN+FPN
_ TPN+TNN
TPN+TNN+FNN-+FPN (10)
ARSI T 7 A E R S VYT A A L A
EX1'E79(0 DIEH S 0. v o KIEFEA P2
RRAEAT N, ASCH L BN 8. BIES A
ﬁﬁﬂﬁﬂ:?%ﬁﬂt BRI RAR R 5 TR AR R 5 6
Kl 5 17557[3‘5”3’5%5& 0.y 1E(0,1) P HUE I 0 S
MR FEN, 24 0 BUATE 4 (0,040, e %A%

1

1515‘3&%%; 240 BUA TGN 0.4, RERAHE
TR A T SA 2 EEE RS I I e HeR 515k
R, AR %I&Jﬁa =0.4. HIE, WEH{Hy =0.6,
1.0 - 1.0 -
R 038
% p
=06 - Bk | =06 |
E E
N N
%0.4 - P5§0.4 F
02 02T

52 XfEESRE

i & K WAC 12 (LSTM, long short term
memory) VR JE 2 SRR PRI BE ML AR AR AL, Lu

AR T R T AP ) e H R 1) 3% 73

TEFT(TJUH & & 25 1) CASSCA, API-based sequence and
statistics feature combined malware detection ar-
chitecture), FFAL GE (M HL 45 27 2] 5 s U o 48 1Y 2% 45
A LRI A 15> 25 fE . Santos 2R T
Tl 2 73 ORI 4 A B e 40 1) S8 AR R T
(OSDM, opcode sequence as representation of ex-
ecutable for data-mining-based unknown malware
detection), A7 HI A 77 R S MR AT SCAF )
e R (SRR I e NN ol I o SRR N o/
Kolosnjaji 25" B T AN 1345 BURIAG 74 I 4% 2
M4 4 M 4% (NCLN, neural network based on
convolutional and recurrent network layer), 18 1L
BNARHES U 7 A3 2] T — P R R AR S O
F, K BT n-gram [R5 B 5 50 2 10 e S ABEAH 45
B RA W AT

5 AR T ICGM 5 ASSCA.
OSDM #1 NCLN gtEFH LA (TPR) HiRfH
(FNR) #EATEEE . & 5 /41, ICGM 5 ASSCA
JIVER TPR JL-FAHIE, XU B T3 API
VR 81T LR R B S A R AT R AE . A

TR S AT KB 5 . B4k, OSDM. NCLN
D@ﬁ%%ﬁ%@%? ICGM IR, BRI #as
5B AR AN &5 10 7 2R S 4 Xy RAEREA
HBEREA.

%5 ICGM 5 ASSCA.OSDM #1 NCLN 77;% B4 &E bL i

ICGM ASSCA OSDM NCLN

EVA

TPR FPR TPR FPR TPR FPR TPR  FPR

Kelihos_verl 90% 0 90% 24% 75% 83% 84% 9.1%
Kelihos ver3 64% 0.4% 63% 14% 56% 4.6% 50% 6.5%
Obfuscator  89% 0.2% 89% 2.6% 68% 74% 72% 7.3%
Ramnit 84% 0% 84% 1.6% 75% 5.73% 79% 3.41%
Vundo 85% 0.6% 84% 3.8% 61% 6.52% 66% 7.2%
Lollopop 78% 0 T76% 2.6% 48% 7.24% 53% 5.63%
Tracur 75% 1.0% 75% 4.5% 70% 93% 72% 8.6%

Gatak 84% 0 84% 28% T9% 82% 64% 7.8%

0702 04 0076 08 10 0 02 04 06 08 10
y
(a) OXF TR R A (b) wAT T AR G

K5 BIESHIESE

% 6 K ICGM 5 ASSCA Uk i 5 A1 R ABURE 1)
VIR (FD S5YERE (ACC) #HTHER. WK 6
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¥ iR o540 &

nLUEH, ICGM IR MERE R T ASSCA, BIh
ASSCA 73255 APL i F 8 IR BN e %
WA SAT AT, ST S A S (1) 4k A&
PE, {HJE ICGM J53 AT AT 280R FH A)— S i k&K
TGRAT R (R AR ABL A e RO B A KB it « ICGM
T332 A A 328 P B, O 28 K 0 T A SR IR % AT R
AR ARTE SATANE, 31T 4 S HEARE I
TR FIG AT DR AR s A OCR, ARG E

SOFREN T AT F AR I 15 &
BERAMES, PRSI ESEN

GMM M7 A AT BB A s, X
T R B A A5 S R O (5 v
HATAHIE L, HSAEAS AN GMM B 5
AN ST R A N T R ) S AT R TR o A TR A
SR NIk, KA ICGM Jyikn] DU sl = R
TR (RS 250

%6 ICGM 7355 ASSCA A3%8Y F, 5 ACC 1ERYEEE

ICGM ASSCA
N

F, ACC F, ACC
Kelihos_verl 86% 92% 72.5% 81.8%
Kelihos_ver3 91.5% 94% 74% 82%
Obfuscator 89% 90.7% 78% 75%
Ramnit 90% 87.5% 69% 72%
Vundo 85% 84% 81% 71%
Lollopop 92% 86% 63% 69%
Tracur 84% 91% 76% 82%
Gatak 90% 93% 65% 74%

Ahmed ZEPOVRIREHE H IR A VG R AL S BACK
PRERITHT Windows #RAE RGEBATIN APT (W31 5
F, I Hiz LR 27 ) Bk il s e U 1
AE A P, % B AR W U7 IL AR STAM
(spatio-temporal information in API calls with ma-
chine learning algorithm). X 7 #2¢T ICGM 5
STAM RGN [A] (T) EAEff=m (S WK 7
W UUEH, ICGM JiVARIAE il A W] AT STAM
TG AR o« TR Ry STAM J5 3 i A7 A oK 1 [F)
BRI FIE A NGREAR APT A
A, T ICGM R i EEA At % R A SR 149 jih
WZRAEA ) APT I PP 4o Gr I 1) 4% A2 J APT
AR NS IR DA TS % NESR = o NI/ 9 D R T N
STAM JjvA MR IIIN TR 20 ICGM J5 % 1.3 1%,

DR AER G AR, TCGM. 57 LT BRI A |
TURRRINEUR, BRI N ER AR > B O
GMM sl GMM B, IR BT s e A
WAL AR, IF AR E S Neg 47
FHPELLAL, 1A 25 S AN A S A T o0
oo PR ICGM 5 IAAMUBETT B A7 it 2= 0], I eI
D T o

L b, AR T TR A B A 1 R 5
FELEADRETT BB YA I A7t a5 Ta], I fE
B A PRI A A S U R

%7 ICGM 5 STAM 757 B9t B (8] 5 774i% == 8] By PL 3

ICGM STAM
NS
T/min S/KB T/min S/KB
Kelihos_verl 0.9 46.3 1.2 52.5
Kelihos_ver3 2.9 91.5 34 93
Obfuscator 2.1 78 2.9 85
Ramnit 2.7 80 3.9 84
Vundo 1.2 50.6 1.5 72
Lollopop 3.1 90.3 4.5 86.2
Tracur 2.6 72 34 81
Gatak 2.9 78 3.7 85
6 HRE

N T SR A ARSI A R 5 UM R,
ASCHE R G 5 NS, R0 THT
e TR AR 2R R G R SR SRR U R AR K
B RN PAT FOE OIS SRR AR B, K

BRI H AL GEARNE, ASOAT A
S BEE L IR B APT e8RS0 H (R I2 R AR B B
BAFRRF L. AR5, WCEEAT W B R RS R
BAFKIGRR R 4 MTAEHERR, FFELFFIE
TN S AT X BN C R e, AR
S I 20 25 T 48 S AT SO R 3 AL S AT 2
GMM B, SR TRl o 1 3 (R 1 B 2R ik
VU AT KK

Sk

[1] POTTER B, DAY G The effectiveness of anti-malware tools[J].
Computer Fraud & Security, 2009(3): 12-13.

[2] KIMIY, BU S J, CHO S B. Zero-day malware detection using trans-
ferred generative adversarial networks based on deep autoencoders[J].
Information Sciences, 2018(460): 83-102.

[3] PENG W, LI F, ZOU X, et al. Behavioral malware detection in delay

2019135-11



EE B R I v IR S B R 9 e SR VAU A KR <159 -

tolerant networks[J]. IEEE Transactions on Parallel and Distributed
systems, 2014, 25(1): 53-63.

[4] PEKTAS A, ACARMAN T. Malware classification based on API calls
and behaviour analysis[J]. IET Information Security, 2017, 12(2):
107-117.

[5] HAN L, ZHOU M, HAN S, et al. Targeting malware discrimination
based on reversed association task[J]. Concurrency and Computation:
Practice and Experience, 2018: €4922.

[6] KOLOSNIJAIJI B, ZARRAS A, WEBSTER G, et al. Deep learning for
classification of malware system call sequences[C]//Australasian Joint
Conference on Artificial Intelligence. Springer, 2016: 137-149.

[77 CHOIK, KIM T G, SHIM Y J, et al. Malware similarity analysis
using API sequence alignments[J]. Journal of Internet Services and
Information Security., 2014, 4(4): 103-114.

[8] SANTOS I, BREZO F, UGARTE-PEDRERO X, et al. Opcode se-
quences as representation of executables for data-mining-based un-
known malware detection[J]. Information Sciences, 2013(231): 64-82.

[9] ARP D, SPREITZENBARTH M, HUBNER M, et al. DREBIN: effec-
tive and explainable detection of Android malware in your pock-
et[C])//NDSS. 2014: 23-26.

[10] XU K S, KLIGER M, HERO IIT A O. Adaptive evolutionary cluster-
ing[J]. Data Mining and Knowledge Discovery, 2014, 28(2): 304-336.

[11] WAN Y, LIU X, WU Y, et al. ICGT: a novel incremental clustering
approach based on GMM tree[J]. Data & Knowledge Engineering,
2018(117): 71-86.

[12] PFEFFER A, CALL C, CHAMBERLAIN J. Malware analysis and
attribution using genetic information[C]// 2012 7th International Con-
ference on Malicious and Unwanted Software (MALWARE). IEEE,
2012: 39-45.

[13] WU S, WANG P, LI X, et al. Effective detection of android malware
based on the usage of data flow APIs and machine learning[J]. Infor-
mation and Software Technology, 2016, 75: 17-25.

[14] DAS S, LIU Y, ZHANG W. Semantics-based online malware detection:
towards efficient real-time protection against malware[J]. IEEE trans-
actions on information forensics and security, 2016, 11(2): 289-302.

[15] ZHAO H, XU M, ZHENG N, et al. Malicious executables classifica-
tion based on behavioral factor analysis[C]/International Conference
on e-Education, e-Business, e-Management, and e-Learning. IEEE,
2010: 502-506.

[16] DENG Z, LLOYD H, XIA C, et al. Components of variation in female
common cuckoo calls[J]. Behavioural Processes, 2018(158): 106-112.

[17] SARACINO A, SGANDURRA D, DINI G. Madam: effective and

efficient behavior-based Android malware detection and prevention[J].

IEEE Transactions on Dependable and Secure Computing, 2018, 15(1):

83-97.

[18] BOULEMNADIJEL A, HACHOUF F, KHARFOUCHI S. GMM esti-
mation of 2D-RCA models with applications to texture image classifi-
cation[J]. IEEE Transactions on Image Processing, 2016, 25(2):
528-539.

[19] ENGEL P M, HEINEN M R. Incremental learning of multivariate

gaussian mixture models[C]//Brazilian Symposium on Artificial Intel-
ligence. Springer, 2010: 82-91.

[20] SONG M Z, WANG H B. Highly efficient incremental estimation of
Gaussian mixture models for online data stream clustering[J]. Pro-
ceedings of SPIE-International Society for Optics and Photonics, 2005
(5803): 174-184.

[21] TANG Z, SHEN F, ZHAO J. Speaker recognition based on SOINN
and incremental learning Gaussian mixture model[C]//The 2013 In-
ternational Joint Conference on Neural Networks. IEEE, 2013: 1-6.

[22] LIU Y, PERRONNIN F. A similarity measure between unordered
vector sets with application to image categorization[C]//2008 IEEE
Conference on Computer Vision and Pattern Recognition. 2008: 24-26.

[23] RONEN R, RADU M, FEUERSTEIN C, et al. Microsoft malware
classification challenge[J]. arXiv Preprint, arXiv: 1802.10135, 2018.

[24] LIPTON Z C, BERKOWITZ J, ELKAN C. A critical review of recur-
rent neural networks for sequence learning[J]. arXiv Preprint, arXiv:
1506.00019, 2015.

[25] LU X F, XIAO Z, JIANG F S, et al. ASSCA: API based sequence and
statistics features combined malware detection architecture[J].
Procedia Computer Science, 2018, 129: 248-256.

[26] AHMED F, HAMEED H, SHAFIQ M Z, et al. Using spatio-temporal
information in API calls with machine learning algorithms for malware
detection[C]//The 2nd ACM Workshop on Security and Artificial In-
telligence. ACM, 2009: 55-62.

HEERA]
' HEE (1973 ), B, YHIEEA, W
T, P TR RIS, R
J RN . T s 2% %
R B A 1 24 5 B

ZERR (1993- D) , B, wHEEWIN,
M TR A, R ) A
Baed, Tisaesss,

Eig (1994- ) , Lo, WAL, SRR R,
ERERTFUTT ) AR AR . NI I 2 425

B (1978- ), &, HHRKAEAN, [, e TR
PR S Rest 0/ L DL SR AR OSSN R E
B A H AR YU A

2019135-12



	14-180767-áú˜

